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AyTeHTH)HUKAIHS

BezonacHocts nHpopmanun

['ocynapcTBeHHast
uH(POPMALIMOHHAS CHCTEMa

Joctyn x nHpOpMauu
HocTtynHocTb

3amuTa uHQOpMAIIH
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amunaemas nHhopManus

Unentuduxamnms

HNudopmannonHas cucrema

Nudopmanmonusie pecypesl

WNudopmannoHHble
TEXHOJIOTHH

WNndopmanus

KonTponupyemas 30Ha

KonduaenmnuaibHOCTH

O6paboTka nmepcoHaTbHBIX
JaHHBIX

TEPMHAHBI U OITPEJEJIEHUA

JleWicTBUS 1O TPOBEpKE MOJJIMHHOCTU CYyOBEKTa JOCTyma
B UH(OPMALIMOHHOM cucTeme

CocrosiHME  3aIIMIIEHHOCTH  WHpOpPMALWU, TPU KOTOPOM
obecrieyeHbl €€  KOH(QUACHUUAIBHOCTb,  JOCTYHHOCTh
U 1IeTI0OCTHOCTh

WNudopmannonHas cuctema, co3laBaemast B LeJIAX peann3aluu
MOJTHOMOYHU I roCyJapCTBEHHBIX OpraHoB
u obecriedyeHuss oOMeHa HMHPOPMAMEH MEXAY OSTUMH
OpraHami, a Tak)Ke B MHBIX YCTaHOBJICHHBIX (eaepaTbHbIMU
3aKOHaMHM LIEJIAX

Bo3MokHOCTB MOTydeHus: HH(POPMAITUK U €€ UCTIOIb30BaHUS
CocrosiHre uHpOpMaLUHU, XapaKTepU3yeMoe CIOCOOHOCThIO
TEXHUYECKUX CPEACTB M HWH(POPMALMOHHBIX TEXHOJIOTUH
obecreunBaTh OeCHpPEnsATCTBEHHBIH JOCTYNl K HH(pOpMaLUU
CyOBbEKTOB, UMEIOIINX HA 3TO IMOJHOMOYHUS

3amura uHGOpPMAalMU, HAIpaBlICHHas Ha NpeAOoTBpalleHue
MOJTyYCHHS 3aIUInaeMol WH(GOpMAIMK 3aHHTEPECOBAHHBIMU
CyObEKTaMH C HapylIEHHEM YCTAHOBJIEHHBIX HOPMAaTHUBHBIMHU
U TPaBOBBIMH JIOKyMEHTaMH (aKTamH) WU O00JIaAaTesiMU
uHbopMallUd NpaB WIM NpPaBWI pa3rpaHUUYCHHUs JOCTyma
K 3alluiiaeMoi nHpopManuu

Wndopmanus, sBisomascs MOpeAMETOM  COOCTBEHHOCTH
W TIOJJIeKaliast 3alluTeé B COOTBETCTBUU C TPeOOBaHHUAMU

IIPABOBBIX JOKYMEHTOB WIH TpeOOBaHUAMH,
YCTaHABJIMBAEMbBIMH COOCTBEHHUKOM MH(OpMaLuu
IIpucBoenune cyObeKkTaM " 0o0BeKTaM JocTyna
uaeHTu@ukaTopa ¢ (WIM) CpaBHEHHE NPEIBSIBISEMOTO
uACHTU(UKATOPA C IIEpEeYHEM IIPUCBOEHHBIX
UICHTU(PUKATOPOB

CoBOKYIHOCTb cojepxarieiicss B 6a3zax JaHHBIX MHGPOpMAaLUU
u o0ecnieynBalOIIUX  ee  00paboTKy  MH(POPMAIMOHHBIX
TEXHOJIOTUI U TEXHUUECKUX CPEJICTB

OTtnenbHblE JOKYMEHTHI M OTAENIbHbIE MAaCCUBBI JIOKYMEHTOB,
JOKYMEHTBl M  MacCHUBbl  JIOKYMEHTOB,  COJEp’Kalluecs
B MH(QOPMALIMOHHBIX ~ cucTeMax (OMOIMOTEeKax, apxuBax,
¢doHax, 6aHKaxX JaHHBIX, HH(OPMAIIMOHHBIX CUCTEMAX JPYTUX
BU/JIOB)

IIponecchl, MeToAbl MoucKa, cOopa, XpaHeHHs, 00pabOTKH,
MPEAOCTaBIICHUSI, PACTIPOCTPAHCHUS] MH(GOPMAIIMH M CIIOCOOBI
OCYILIECTBIIEHUS TAKUX ITPOLIECCOB U METOI0B

Caenenus (coobmmenust, JTAHHBIC) HE3aBUCHUMO
oT (OpMBI X TPEACTABICHUS

[IpoctpancTBOo  (TeppuTOpHsi, 31aHHME, YacTh  3JaHHSA),
B KOTOPOM MCKJIIOYEHO HEKOHTPOJIMpYeMoe MpeObIBaHUE JIHIL,
HE MMEIOIIMUX T[OCTOSHHOTO WJIM  Pa3oBOTr0  JIOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPECTB

OO6s13aTenbHOE 17151 BBIMOJIHEHUS JTUIIOM, TOTYYUBIINM JTOCTYII
K ompeneneHHod HHpopMaiuu, TpeboBaHME HE IeperaBaTh
Takylo HWHPOPMAIMIO TPETBUM JHIIAaM 0e3  coryiacus
ee obnanaTens

JleiicTBust (omepanuu) ¢ NepCOHAIBHBIMU JaHHBIMHU, BKJIIOYAs
cOop, cUCTeMaTH3alMi0, HAKOIUIEHUE, XpaHEHHE, YTOYHEHUE
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Onepatop

IlepcoHanbHbIEC TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmanuu

Y 93BUMOCTB

[lenocTHOCTH

(oOHOBNIEHUE, U3MEHEHNE), UCIIOJIB30BAHNE, PACIIPOCTPAHEHUE
(BTOM umcne mepenady), OoOe3TMYMBAHME, OJIOKUPOBAHHE,
YHUYTO)XKCHHUE TIEPCOHAIBHBIX JTAHHBIX

TPaXTaHUH WU IOPUIWYECKOE JUI0, OCYIIECTBIISIOIINC
JESITeIbHOCTh 10 JKCIUTyaTallud WH()OPMAIMOHHOW CHUCTEMBI,
B TOM 4YHClIe MO 00paboTke HH(POpPMAIMH, COACpKaIIencs
B ee 0a3ax JTaHHBIX

JIrobast mHOpMAIHsI, OTHOCAIIASCS K MPSIMO WM KOCBEHHO
OTIPEICIICHHOMY WJIH OTIPEIeIsIeMOMY (PU3NIECKOMY JIUITY

CoBOKYHNHOCTh ~ ycnoBHi ¥ (DakTOpOB,  CO3/JAIOLINX
MOTEHIHAJIbHYIO WIH peasbHO CYILIECTBYIOILYIO
OIIaCHOCTb, CBSA3aHHYIO  C YTE€UKON uHpOpMaLUu

W/WIM HECAHKIIMOHUPOBAHHBIMU W/WIM HeNpeaHaMEepEeHHBIMU
BO3JICUCTBUSIMHU Ha HEe

HenocraTtok (cmabocTh) IPOrpaMMHOTO
(TIporpaMMHO-TEXHHUYECKOTO0) CPEACTBA MM HH(OPMAITMOHHON
CHUCTEMBI B IICJIOM, KOTOpBIH (KOTOpasi) MOXET OBbITh
UCIOJIb30BaHA  JUIsl  pealu3auuud  yrpo3  0e30macHoCTd
nHpopmauu

YcroitunBocTh  MHGOpMAMKM K  HECAaHKIMOHUPOBAHHOMY
WM cydyailHOMY BO3JICWCTBHIO HA Hee B mpoliecce 00paboTku
TEXHUYECKHMHU CPEJCTBAMHU, PE3YJIBTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHHE U UCKAKEHUE MHPOPMAIHH



I'OCTP
IMonutnka
A0y

®dCb Poccum
OCTOK Poccun

OBO3HAYEHUA U COKPAILIEHU A

l'ocynapcrBennsiii cranaapt Poccuiickoit @eneparuum

[Tonutuka HH(pOpPMAITMOHHOM 0e30macHOCTH Cankr-
[TeTepOyprckoro TOCYyJapCTBEHHOTO YHHTAPHOTO TMPEATNPHUSATHS
«Camnkr IletepOyprckuii ”HGOPMAITMOHHO aHATUTHYECKUHN IIEHTPY
I'BAOY nerckuit cam Ne38 ®Dpynsenckoro paiiona CaHKT-
[TerepOypra

DdenepanbHas ciryx6a 6e3omacHocT Poccuiickoit deneparun
®OenepalibHas Ci1yx0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME MMOJIOKEHUSA

Hacrosmas [lonautuka sBisercs TOKyMEHTOM, ONPEAEISIONMM HaIllpaBJIeHUs ACSITeIbHOCTU
B obOmactu oOecnieueHus HWHPOPMAIIMOHHOW  O€30MAaCHOCTH H  MPEACTaBIseT  co0oit
CUCTEeMAaTHU3UPOBAHHOE HU3JIOKEHHUE 1eNel U 3a/1a4 HHPOPMAIIMOHHOM 0€3011acCHOCTH, KaK OJJHO UJTN
HECKOJIbKO MPaBWJI, NPOLEIYp, MPAKTUUECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIUIIOB, KOTOPBIMHU
pykoBozctyercs JIOY, a Takke opraHU3allMOHHBIX, TEXHOJIOTHYECKUX M IMPOLEAYPHBIX acleKTOB
obecnieueHus nHOOPMAIMOHHON OE30MMACHOCTH.

[Tonoxxenus  Hacrosimed  [lomuTuku  HE  pacHpoCTpaHsIOTCs Ha  oOecredeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJapCTBEHHYIO TaliHYy.

OcHoBHOM 3amaveid B oOjactu wuHPOpManmuoHHOW Oe3omacHoctd JIOY  mpusHaer
COBEPILIEHCTBOBAHME MEp M CpeACTB obecreueHus: 3ammThl MHGOpMAu HH(OPMAIIMOHHBIX
pecypcoB JIOY B KOHTEKCTE pa3BUTHA 3akoHOHAATeslbcTBa Poccuiickoin depepaiuv U HOPM
perynupoBaHus HWH()OPMAIMOHHONW ACSITEILHOCTH B TEKYIIUX YCIOBUSAX (QYHKIIMOHUPOBAHUS
MH(OPMALIMOHHOTO MOJIS.

[Ipu pazpaborke [1oMUTUKU YUUTHIBATUCH OCHOBHBIC MPUHIIUIIBI CO3/IaHHSI CUCTEM 3aIllUThHI
uH(pOpMallMK,  XapaKTEPUCTUKH U BO3MOXKHOCTH  OpPraHU3AIMOHHO-TEXHHUYECKHX  Mep
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEICTB 3aIUTHI HH(POpPMAIIHH.

B paMmKax CBOEHU JIEATEIbHOCTU A0V 00s13yeTcst NpeANPUHUMATD
BCE BO3MOJKHBIE MEPHI JUIS 3alIUTHI HH(OPMAIHK OT yrpo3 0e30MacHOCTH HHPOPMALINH.

TpebGoBanusi MHPOPMAITMOHHON OE30MACHOCTH, COOTBETCTBYIOT LM JACSITEIbHOCTU
JOVY u npenHazHayeHsl Ui CHUKEHUS PUCKOB, CBSI3aHHBIX C peanu3alueil yrpo3 0e30macHOCTH
uHpopmanuu.

[Tomutuka  moctymHa  BceM — pabotHukam  JIOY u BceM  MOJIb30BaTENsIM
€ro PeCypcoB.



2 IEJH U 3AJTAYU OBECIIEYEHUS TH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bekTbl HHGOPMANMOHHBIN OTHOLEHHU I

Cy0Obekramu mipu obecrieueHnn nHGopMaronHoi 6e3onacHoct B JIOY sBusitoTes:

pabOTHUKHU CTPYKTYPHBIX MOJpPa3AeICHH (B TOM YUCIE YBOJICHHbBIE);

rpakaane, paboTaoIIKe MO JOTOBOPaM TPakIaHCKO-TIPABOBOTO XapaKTepa;

dbuznyeckue NHIA, MPEICTABUTENM KOHTPAreHTOB B paMKaX HCIOJHEHHUS JOTOBOPHBIX
00513aTEeJILCTB;

dbusznveckue nuia, nojasmue odpamienue B aapec 10V,

IOpUIMYECKUE JIUIA, B PAMKax UCIIOJIHEHHS JIOTOBOPHBIX 0053aTEIbCTB UM BO MCIOJIHEHUU
TpeOOBaHMl CO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit Deaepanny;

OpraHbl rOCY/1IapCTBEHHON BIIACTH.

O0beKkThI HHPOPMANMOHHBIX OTHOILEHU

O0bekTamMu HHPOPMAIIMOHHBIX OTHOIIICHUH SBIISTFOTCS:

uH(popMalmonusie pecypcsl 0V,

rocyJapcTBeHHble  HMH(OpManuoHHbIE  cucTeMbl  OmneparopoM  KOTOPBIX  SIBIISIETCS
HOY;

IpoIecchl 00padoTKu MHPopMaIuu B HHPopMaIoHHbix cucremax J{OY, nndopmannoHHbe
TEXHOJIOTHUH, peryiaMeHThl u 10101 (SR 0) 1 cbopa, 00paboTKu, XpaHEeHUs
U Tiepenayn HHPOpMaLny;

uHpopMallMOHHasT MHPPACTPYKTYpa, BKIIOYAIOIIAs CHCTEMBl OOpaOOTKH, XpaHEHHS
W aHanu3a uHOOpMAaIMU, NMPOrpaMMHBIE U TMPOTPaAMMHO-ANIapaTHbBIE CPEACTBA, B TOM YHCIIE
KaHAJIbI CBSA3M U TEJIEKOMMYHHUKALIUH;

CUCTEMBI U CPEACTBA 3alUThl HH(POpPMAIUK, OOBEKTHI U MIOMEIICHHUS, B KOTOPBIX Pa3MEIICHBI
cpenctBa 00paboOTKH HHPOPMALIUH.

Hean obecneyenust UHPOPMALMOHHOI 6€30NACHOCTH

OcHoBHOH 1enbl0 OOecnieueHus: nHGopMarmonHoii 6ezonacHoctu 1OV gBnsroTcs neicTBUS
HaIpaBJeHbl Ha JOCTHKEHHUE 3alTUTHI CyOBEKTOB MH(OPMAIIMOHHBIX OTHOIIEHUNW OT BO3MOKHOTO
HAHECEHHMs] UM MaTepHaIbHOT0, (PU3NYECKOT0, MOPAIBLHOTO WM HHOTO YyIiiepOa, MOCpenIcTBOM

CIIy4aitHOTO 158105 MPETHAMEPEHHOTO BO3JECHCTBUS Ha uHpopmanuio,
B TOM YHCJIE!
oOecrnieueHus OTKa30yCTOMYHBOTO (G YHKIIMOHUPOBAHUS MIPOTPaMMHBIX

U anmnapaTHO-IporpaMMHsbIX cpenctB JJOY u mpenocTaBiisieMbIX CEpPBUCOB;

cOONIOZEHHS] TPaBOBOIO peXUMa HCIOJb30BaHUS MacCUBOB M CpeAcTB 00paboTKu
uH(pOopMaLnu;

NPEOTBPALICHNUs peau3aliy yYrpo3 Oe30MacHOCTH HMH(OpMAlMM MpH OCYLIECTBICHUU
nesitensHocTH JJOY.

3agaun obecneyeHust HHPOPMALMOHHOM 0€30NTACHOCTH

HocTtmwkenune 1eneit oobecrneuenuss UHPOPMAIMOHHON 0€301TaCHOCTH U CBONCTB MH(POPMAIIHH,
JOY pemaercs cnenyromyuMy 3a1a4aMu:

3alIUTHl OT HECAHKLIMOHUPOBAHHOTO JOCTYyIMa K MHPOPMAIIMOHHBIM pecypcam;

pasrpaHUYeHHs 10CTyla MoJb30BaTeNNeld K MHPOPMAIIMOHHBIM, allapaTHbIM, MPOTrPAMMHBIM
U UHBIM pecypcam;

perucTpali M TEpPHOANYECKOr0 KOHTPOJs JeWCTBUM mojb3oBaTeneid mpu oOpaboTke
3anMIaeMol HHGOpMaIKi U NePUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JEHCTBUH;

KOHTPOJISI LIEJIOCTHOCTH CpPEbl MCIOJHEHUS NMPOrpaMM U €€ BOCCTAaHOBJIEHHWE B CIy4yae
HapyIICHUS;

oOecrieyeHUs ayTeHTH(QHUKAIMM W  WACHTUQHUKAIMKM  TOJb30BaTelel, y4acTBYIOIIUX
B UH(POPMALIMOHHOM OOMEHE;

o0ecrieueHus UCIPAaBHOCTH IPUMEHSIEMbIX B MH(POPMALIMOHHBIX cucreMax
JOY cpencts 3ammThl HHGOPMAIHH;

CBOEBPEMEHHOI'O BBISIBIIEHME HCTOYHUKOB Yrpo3 O€30MacHOCTH HMH(pOpMalUM, HpUYUH
U YCJIOBUH, CIIOCOOCTBYIOIIMX  HAHECEHHIO  ymiepbda  3aHMHTEPECOBAHHBIM  CYOBEKTaM
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MH(POPMALIMOHHBIX OTHOIIEHUH;

CO3/IaHUEM CITyKObl MOHUTOPHHIA M PEarMpoBaHUsl HA yrpo3bl 0€30MacHOCTH HH(pOpMAIUU
U HETaTHUBHBIE M1OCIIE/ICTBUS,

CO3laHMEeM yCJIOBUH s MHUHUMH3AIMM HAHOCHMOTO ymiepOa HemnpaBOMEPHBIMU
JIEHCTBUSIMU, M YCTPaHEHUE TTOCIICICTBUI HapyIIeHus nHpopMarmonHon 6e3onacHocta B JIOY.

Pemenue BoienepeunciaeHssix 3a1a4 B /I0Y ocymiecTsisieTcss OCPEICTBOM:

ydeTa Bcex MOAJIEeKAIIUX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS ACHCTBUI IEPCOHAIIA, OCYIIECTBIISIIOIIET0 00CTyKUBAaHHE U MOAU(PHUKALIAIO
IPOTrPaMMHBIX M ITPOrPaMMHO-AIIAPATHBIX CPEICTB UH(POPMALIMOHHBIX CUCTEM;

periaMeHTanud  mpoueccoB  o0paboTku  wmHbOpManuMu, — JIEHCTBUHA  PaOOTHUKOB
J0YVY, OCYLIECTBIIAIOIINX JKCILTyaTaIuIo IIPOrpaMMHBIX
u IIPOrpaMMHO-aIIapaTHbIX CpEICTB, Ha OCHOBE YTBEPKIECHHBIX
OpraHU3aIMOHHO-PACIOPSAUTENBHBIX TOKYMEHTOB MO 3alIUTe HHPOPMALUH;

Ha3HAYEHUS ¥ MMOATOTOBKOW PaOOTHUKOB, OTBETCTBEHHBIX 38 OPTaHU3ALUIO U OCYIIECTBIICHHE
MEpONpUATHIA 10 obecnieueHno nHpopMaMoHHOM 6e3onacHoctu B IOV,

HAJIETICHUsI Kaxaoro pabOTHHKa MHUHHMAaJIbHO HEOOXOMUMBIMH TIpaBaMH Ipu pabote
B MH(POPMALMOHHONW HHPPACTPYKTYPE COMNIACHO UX JOKHOCTHBIM O0513aHHOCTSIM;

COOJIIOJICHHS] BCEMU PAOOTHUKAMM, SKCIUTYaTUPYIOLUIMMU U 00CITY’KUBAIOLIIMMHU [TPOrpaMMHBbIE
U [pOorpaMMHO-aNIapaTHble  CpPEeACTBa, TPeOOBaHMM  OpPraHMU3aLMOHHO-PACIIOPAIUTEIbHBIX
JIOKYMEHTOB 110 BoIlpocaM oOecreueHus: ”HPOpMallMOHHON 6€3011aCHOCTH;

NEPCOHAIIBHON OTBETCTBEHHOCTHIO KaXKJOr0 pabOTHUKA 3a CBOU JECHCTBHS, Y4aCTBYIOLIETO
B paMKax CBOMX ()YHKIIMOHAJIBHBIX OOS3aHHOCTEH B MPOLECCaX aBTOMATHU3MPOBAHHOH 00pabOTKU
UH(OPMALIUU ¥ UMEIOIIET0 J0CTYI K pecypcaM HH(POPMALIMOHHBIX CUCTEM;

peanu3anyell TEeXHOJIOIMYECKHX IpOoLeccoB 00pabOTKM HHGPOpMALMU C HCHOJIb30BAHUEM
KOMILJIEKCOB ~ OpPraHU3allMOHHO-TEXHUYECKUX Mep 3alllUThl I[POrpaMMHOro  oOecredeHus,
IIPOrpaMMHO-aINIapaTHBIX CPE/ICTB;

OPUHATHS Mep MO 0O0eclnedeHuIo (PU3NYECKOW IEJIOCTHOCTH MPOrpaMMHO-annapaTHbIX
CpPEICTB MH(POPMAIMOHHBIX CUCTEM U NOJAECpKAaHMEM HEOOXOJUMOr0 YpOBHS 3alUIIEHHOCTH
KOMIIOHEHTOB;

UCIMOJIb30BaHUSl MPOTPAMMHBIX U IPOTPaMMHO-aNIapaTHBIX CPEJCTB 3alUThl MH(DOpMaIH
oOpabarsiBaeMoM B JIOY 1 aAMUHUCTPATUBHOM MOJAEP>KKON X MCIOIb30BAHNUS;

KOHTPOJISI ~ COONIOACHMS  MOJb30BATENIIMU ~ MH(QOPMAIIMOHHBIX  CHCTEM  TpeOOBaHUM
1o o0ecrneyeHu o HHPOPMaIMOHHOM 6€30MacHOCTH;

IpOBEJEHUS aHaIn3a 3(PPEKTUBHOCTU MPUHATHIX MEP 3aIUThl HHPOPMAIUU U TPUMEHSIEMbIX
cpeacTB 3auuThl HHGopmaiuu B JJOY;

pa3paboTKU M pealn3allud OPEUIOKEHUH MO COBEPUICHCTBOBAHUIO CHUCTEM 3alllUThI
uHpopmanuu B JIOVY.

3 TPUHIUIIBI OGECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneuenne MHPOPMALIMOHHON 0E30MACHOCTH, TOJKHO OCYIIECTBIATHCS B COOTBETCTBUU
CO CIEAYIOUIMMH OCHOBHBIMH IPHUHIIUIIAMM:

IpyHUMI 32KOHHOCTH

[Tpu BrIOOpE MepompHATHII MO 3amuTe HHGOPMAIUH, JOKHO COOMIOAAThCS JIEHCTBYIOIIEe
3akoHo1aTeNnbCTBO Poccuiickoit deneparuu B chepe 3auThl HHPOPMAIIUH.

Bce paGoTHHKM TOJKHBI UMETh IpPEJICTaBlIeHHE 00 OTBETCTBEHHOCTH 3a MPABOHAPYIIECHUS
B cdepe 3amuthl uHPopMmanuu. IlporpaMmHO-anmapaTHble  CpEJCTBA, MPUMEHsIEMBbIE
B JIOY, 1omKkHBI HMETh COOTBETCTBYIOUIME JIMIEH3UH, OQUIMAIBLHO NpUOOpeTaThes Yy
npezcTaBuTeNel pa3paboTYMKOB 3TUX CPEJICTB HIIH SBJIATHCSA MHTEIUIEKTYaIbHOW COOCTBEHHOCTHIO
JOY.

IIpuHIUI CHCTEMHOCTH

[Tpu cozmaHuM CHUCTEMBI 3aIUTHI JOJKHBI YUUTHIBATHCS aKTyaJdbHbIC YTPO3bl 0€30MaCHOCTH
uHpOpPMAalLMU, BO3MOXKHBIE OOBEKTHl M HANpPaBICHUS aTaK Ha HEEe CO CTOPOHBI HAapyLIUTEJCH.
CucremMa 3alIMTBl JODKHA CTPOMTBCS € YYETOM HE TOJIBKO HM3BECTHBIX KAHAJIOB YTCUKH
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uH(pOpMallK, HO U C YYETOM BO3MOXKHOCTH MOSIBJICHHSI HOBBIX YS3BHUMOCTEH B IPOrpaMMHOM
obecrneveHuu.

IpuHOMI KOMILIEKCHOCTH

KoMruiekcHOe HCTIoTb30BaHUE CPEACTB 3alIUThl HHPOPMAIUH MTPEAIOJIaraeT COrliaCoBaHHOE
MPUMEHEHUE MTPU MOCTPOSHUH 1IEJIOCTHON CUCTEMBI 3alllUThI, IEPEKPHIBAIOLICH BCE CYIIECCTBEHHbBIE
yrpo3sl 0€30MacHOCTH WHQOPMAIMH. 3alliTa JOHKHA CTPOUTHCS DIICIOHUPOBAHO. Du3mdeckas
3alUTa JI0JKHA 00ecreunBaThesl (GPU3MUECKUMU CPECTBAMHU U OPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHNH, BHEIPSCHUH U SKCILTyaTaIlliU CUCTEMBI 3aIUThl UH()OPMAIIUHA PYKOBOACTBO
JIOY obGecnieunBaer ycnoBuss i A((PEKTUBHOW KOOPAMHALIMM JIEWCTBHM BCEX  JIHII,
obecrieunBarOIMX NHHOPMAITMOHHYIO O€30MaCHOCTD.

IIpyHUMI CBOEBPEMEHHOCTH

Pa3zpaboTka cucTembl 3amuThl HHPOPMAIIUU JOJHKHA BECTHCH MapauIeIbHO C Pa3pabOTKOiM
U UHQOPMAIIMOHHOM  CHUCTEMBL. JTO TMO3BOJIUT y4ecTb TpeOoBaHUs  Oe30MacHOCTU
IpH TPOCKTUPOBAHWU ApPXUTEKTYphl W, B KOHEYHOM cueTe, co3aarh Oosiee 3(hdeKTHuBHBIC
nH(OpPMaILIMOHHBIE CHCTEMBI, 00J1aal0IINe JOCTATOYHBIM YPOBHEM 3aIIUIIIEHHOCTH.

[IpuHIHN TPeeMCTBEHHOCTH

[TocTosiHHOE COBEpIICHCTBOBAHME MEp M CPEACTB 3alluThl HHGOpMAllMd Ha OCHOBE
MPEEMCTBEHHOCTH OPTaHHM3AIIMOHHBIX M TEXHUYECKHX PEHICHHWH, KaJpOBOTO COCTaBa, aHAIN3a
(GyHKIIMOHUPOBaHUST MUH()OPMALIMOHHBIX CHUCTEM U CHUCTEMBl €€ 3alIUThl C Y4EeTOM H3MEHEHH
B METOJAaX W CpeJICTBax IMepexBara WH(OpMAIMK, HOPMATHUBHBIX TPeOOBaHWI IO 3alIuTe
uHpopmanuu.

[puHIHN TO0CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrneueHue HHPOPMAITMOHHON 6E€30MaCHOCTH U LIEHHOCTH
WH(OPMAIIMOHHBIX PECYpPCOB HA BEIMYMHY BO3MOXHOIO yiiep0a OT WX pa3IiIallcHWs,
YHUUTOXKEHUS U UCKaKeHUs. Vcronb3yemMble MEphI U CPeACTBa 3alIUThl HH(OOPMALIUU HE JOKHBI
YXYAIIATh 3PTOHOMHYECKHE MTOKA3aTeIl KOMIIOHEHTOB HH()OPMAIIMOHHBIX CHCTEM.

[IpuHUHN 0TBETCTBEHHOCTH

BosznoxeHne oTBETCTBEHHOCTH 3a o0ecnieueHrne 6€30nacHOCTH HHPOpMaIu U ee 00padoTKU
Ha KaXIOro pabOTHUKA B Mpelenax ero MOJHOMOYMd. B COOTBETCTBHM C 3TUM MPUHIIUIIOM
pacripesiefieHle TpaB U 00sI3aHHOCTEH PAOOTHUKOB CTPOMUTCS TakKUM oOpa3oM, YTOOBI B Cllydae
T1000T0 HapyIIeHHs ObLT U3BECTEH HAPYIIUTENb.

I[puHIHUN 000CHOBAHHOCTH U TEXHUYECKON pean3yeMocTn

HudopmalinoHHbIe TEXHOJIOTHH, TPOTPAMMHBIE M IPOTPAMMHO-aNapaTHbIE CPEICTBA, MEPHI
3aIUThl THPOPMAIUH JODKHBI OBITh PEANIM30BAHBI 110 COBPEMEHHBIM PEIICHUSM, 00OCHOBAHBI
C TOYKH 3pEHHsI JOCTHKEHHS 33J]aHHOTO YPOBHS 3aIIMIEHHOCTH WHGOPMAIIUU M SKOHOMHUYECKOI
[[EJIeCO00Pa3HOCTH, a TaKKEe COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM H TPeOOBaHUSIM
o 0e301macHOCTH HH(pOpPMAITHH.

IpuHuun npogeccnonaanzma

Peanuzanus Mep 3ammTbl MHGOPMAIMU M JKCIUTyaTallds CPEACTB 3aIlUThl MHGOpMAIUU
JIOJKHA OCYIIECTBIATHCS MPO(PECCHOHATBHBIMU CIICIIHATUCTAMH.

[TpuBneyeHne crienUaIN3uPOBAHHBIX OpraHU3aIUil K pa3paboTKe CPECTB U peaan3alui Mep
3anUThl WHGOPMAIIUH, TIOJTOTOBIICHHBIX K KOHKPETHOMY BHUIY JCSITEIBLHOCTH IO OOECIICUCHUIO
0e30MmacHOCTH UH(POPMAIIMOHHBIX PECYpCOB, UMEIOIIMX OIBIT MPAKTUYECKONW PabOThl U JHIICH3UH
Ha TPaBO OKa3aHUs YCIYT B 3TOW 00JIacTH.

HpyuHUMI MUMHUMHM3ALUM IPUBUJICTHMH N10JIb30BaTe/Iei

OO6ecrieueHme MOIB30BATENICH TPUBIIICTUIMA MUHUMAIIBHO JTOCTATOYHBIMU TSI BHITIOJTHEHUS
UMU CBOMX JIOJDKHOCTHBIX 00si3aHHOCTel B JIOY.



4 OCHOBHBIE TPEBOBAHMA 110 3AIIUTE UH®OPMAIIUN
OI'PAHUYEHHOTI O JOCTYIIA

Cucrema 3amuThl MH(pOPMAIMKM JODKHA HPEAYCMAaTPHBATh KOMILJIEKC OpPTraHU3allMOHHBIX,
IPOrpaMMHBIX U IPOrpaMMHO-AIIapaTHBIX CPEACTB U Mep M0 3aluTe MH(GOpMAlMU B IpoLEecce
ee 00paboTKH.

Beinosnnenue tpeGoBaHuil JOCTUTaeTCsl 3a CUET pealn3aluu Ha 00beKTax MH(pOopMaTU3aLuu
Mep 10 3aIuTe HHHOPMAITUH:

UAECHTU(PUKALMY U ayTEeHTUDUKALMU CyObEKTOB JIOCTYNA U OOBEKTOB JIOCTYIIA;

YIIPaBJICHUIO IOCTYIIOM CYOBEKTOB JOCTYIA K 00BbEKTaM JI0CTYIIa;

OTrPaHUYEHUIO IPOIPAMMHOM Cpeabl;

3alllUTE MAIIMHHBIX HOCUTENEH IEPCOHAIBHBIX JaHHBIX;

peructpanuu coObITUil 6€30MacHOCTH;

AQHTUBHUPYCHOM 3aILUTE;

00HapyKEHUIO BTOPKEHUIA;

KOHTPOJIIO (aHATU3Y) 3alIUIIICHHOCTH MEPCOHAIBHBIX JTAHHBIX;

00€CIeyeHHIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U MIEPCOHAIBHBIX JIaHHBIX;

00ecnevyeHnI0 TOCTYITHOCTH IEPCOHANIbHBIX JaHHbIX;

3aIUTBI CPEIbl BUPTYaIU3aLlUuU;

3allUThl TEXHUYECKUX CPE/ICTB;

3alUThl HH(OPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U MEpe/laul JaHHBIX;

BBISIBJICHUIO MHIIUJIEHTOB U PEarupoBaHUE Ha HUX;

yIpaBJIeHUIO KOHQUrypanued HHMOPMAMOHHOW CHUCTEMbl M  CHCTEMBbl  3alUThI
NEPCOHAIbHBIX JaHHbIX.

J0Y, KaK oOnajareib uHpopManuu OTrPaHUYEHHOIO JI0CTyTa,
IIPU OCYIIECTBIIEHUU CBOMX IIPaB 0053aHO:

co0uIr01aTh MpaBa U 3aKOHHbIE HHTEPEChl MHBIX JIUI;

MPUHUMATh HEOOXOIUMBIE MEPHI M0 3aIUTE HHPOPMALIH;

OTpPaHMYMBATH JIOCTYI K HMH(QOpPMALMU, €ClM Takasg OO0S3aHHOCTh YCTAaHOBJIEHA
3aKoHoAarenbCcTBOM Poccniickoit denepanum.

B Tom uncne /IOVY, Brnpase ecian HHOE HE MPEAYCMOTPEHO 3aKOHOAATENLCTBOM Poccuiickoi
denepanuu:

paspemniate WJIM OrpaHMYMBATh JOCTYN K HMHGOpPMAlUU, ONPEAEATh MOPSJIOK U YCIOBUS
TaKOr'o JI0CTYIIa;

UCIOJIb30BaTh MH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHUIO;

nepegaBaTh MHGOPMALMIO JIpYyrMM JIMIAM Ha YCTAaHOBJIEHHOM 3aKOHOJATEelIbCTBOM
Poccutiickoii denepanuy OCHOBaHUY;

3aIUIIATh YCTAHOBJICHHBIMH 3aKOHOAATEeNbCTBOM Poccuiickoit deneparuu criocobamu cBou
npaBa B ClIy4ae HE3aKOHHOTO MOJY4YeHUS HH(POPMALUU WM €€ HE3aKOHHOIO HCIOJIb30BAHUS
WHBIMU JINLIAMU;

OCYILECTBIISATh MHBIE JEWCTBUSA ¢ MHGpOpMalMed WIM pa3pelarb OCYLIECTBICHHE TaKHUX
NeNCTBUI, ecnu OTH JeWCTBUS HE IMpoTUBOpeuyaT ¢enepaibHbIM 3aKOHaAM H  JIPYTUM
HOPMAaTUBHO-IIPAaBOBbIM akTaMm Poccuiickon denepanuu.

3amuTta UWHGOpPMAlMKM  OrPAaHUYEHHOIO JIOCTyMa MpeJCTaBiIsieT coOoill  mpuHSTHE
OpPraHM3alMOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX Ha:

coOnrofieHre KOH(PUIEHIMAIBHOCTH HHPOpMAIMK (MCKIIIOUEHHE HEMPaBOMEPHOIO JOCTYIIA,
KOIMHMPOBAHUS, PEIOCTABICHUS W PACIPOCTPaHEHUS HH(OPMAIIHH);

o0ecrnevyeHne 1eI0CTHOCTH H(pOpMaluu (UCKIII0UeHNE HEIPAaBOMEPHOTO YHUUTOKEHUS
WIA MOJU(PHUIMPOBAaHUS HH(DOpMAIUH);

peanu3alMio IMpaBa Ha JAOCTYyH K HMH(poOpManuu (UCKIIOYEHHE HEINpPaBOMEPHOIO
OoKMpoBaHUS HH(POPMAITUH).

CpencTBa 3aiuThl HHPOPMALIUK BHEAPSIOTCS 110 pe3yJbTaTaM IPOBEIECHUS OLEHKU PUCKOB
UH(POPMALIMOHHOM 0€30MaCHOCTH.
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Opranu3anus 3alUTHI HHPOPMALUH

[Tpu opranmszaumm B JIOY 3amutsl MHGOpPMALUHU, AOJKHBI BBINOJHATHCS TpPeOOBaHUS
@enepanbHoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 wundpopmanuu, HHOOPMAIIMOHHBIX
TEXHOJIOTUSIX M O 3aluTe HHQOpManuUu», KOTOpbIE PpEryJupyloT OTHOLICHHUS, CBSI3aHHbIE
C YCTaHOBJICHHUEM, U3MEHEHUEM U MPEKpAIICHUEM peXrMa 00pabOTKU 3alMIaeMoil HHpopMaLuu.
B tom uncne tpeboBaHMs O 3amuTe MHPOPMALMHU, HE COCTABISIONIEH rOCYlapCTBEHHYIO TalHY,
coJepKalieiics B TOCYIApCTBEHHBIX HH()POPMAIIMOHHBIX CHUCTEMaxX YTBEP)KICHHBIC IPHUKA30M
OCTOK Poccum ot 11.02.2013 Ne 17 «O6 yrBepxkaeHuU TpeOOBaHMIA O 3amuTe WHGOPMAIUH,
HE  COCTaBJSIOIIEH  TOCYylapCTBEHHYIO  TaiHy, COJEepXKalledcss B  TrOCyJapCTBEHHBIX
MH(POPMALIMOHHBIX CHCTEMax» JUlsl FOCYJapCTBEHHBIX HH(OPMAIMOHHBIX CHUCTEM IO KOTOPBIM
JOYVY ssnsgerca Oneparopom.

B 10Ye nomumo peain3anuy OCHOBHBIX Mep 3alllUThl HH(MOPMAIIUU OCYIIECTBIISETCS:

peryisipHas  OIEHKa W  yIOpaBleHHE pHUCKaMH HMH(OPMAIMOHHOW  0€30macHOCTH
B COOTBETCTBHMHM C YCTAHOBJICHHBIMHU IPOLIETypaMU B OOJIACTH YIPABJICHUS PUCKAMU;

UH(POPMHUPOBAHUE, oOyueHue u MIOBBILICHHE KBaJTH(PHUKAINN pabOTHUKOB
JOVY B chepe nnpopmamonHoii 6€30macHOCTH;

METOAMYeCKasi TOMOIIb, pPa0OTHHUKAM B BOmpocax oOecrnedeHus WHHOPMAIMOHHOK
0€30I1aCHOCTH;

aHaJM3 ¥ MOMCK BO3MOKHOCTEH I10 MOBBIIICHUIO YPOBHS 3alIMIICHHOCTH WH(POPMAIIHH.

Jns opranuzanuu 3amutel muHGopmauuu, JJOY BrnpaBe NPUMEHATh CPEICTBA U METObI
TEXHUYECKOM 3alWThl, TNPEANPHHAMATh JApYyrde, HE MPOTUBOpPEYAINE 3aKOHOAATEIHbCTBY
Poccuiickoit denepaiuu, Mepsbl.

B pamkax oOecrneueHust 3amuThl MHQOPMALWU, B paMKax TPYAOBBIX OTHOIICHUH
HEOO0XOMMO O03HAaKOMUTh II0J POCIHUCh pPAOOTHUKOB, JOCTYN KOTOPbIX K HH(popManuu
OTPaHUYEHHOTO JOCTYIA, HEOOXOUM JUIS BHIITOJIHEHHUSI UMH CBOMX JIOJDKHOCTHBIX OOSI3aHHOCTEH,
C mepeyHeM HH(pOpMAIMK OTPaHUYEHHOrO JA0CTymna, U NpuHATBIMH B JIOY Mepamu 3amuTel
uH(pOpMaLINH.

Oco0eHHOCTH 321U THI NEPCOHATbHBIX TaHHbBIX

[Ipu opranmzanuu oOpabotku B JJOY  mepcoHaNbHBIX  JAHHBIX  HEOOXOAMMO
PYKOBOJCTBOBaThCsl TpeOoBanusimu @PenepanmbHoro 3akoHa ot 27.07.2006 Ne 152-03
«O TIepCOHANIbHBIX JTAHHBIX.

[lepeuenbr Mep, BbIMoNHEHHE KOTOphIX oOecneunBaer JIOY B kauecTBe omepaTopa
TIEPCOHATBHBIX JAHHBIX, JOJDKEH BKITFOUATh:

Ha3HaueHue B JIOY OTBETCTBEHHOTO 3a OpraHU3alMI0 00paOOTKU MEPCOHAIBHBIX TaHHbIX;

pa3paboTKy JOKYMEHTOB, ONPEACISIONINX PaBUIa B OTHOIIEHUH 00pa0OTKU MEPCOHATBHBIX
na"HbIX B JIOY, NOKagbHBIX aKTOB 110 BOIPOCaM 00pa0OTKU NEPCOHANBHBIX JaHHBIX;

NPUMEHEHHE OPTaHU3aIlMOHHBIX W TEXHHUYECKUX Mep M0 obOecreueHHio Oe301macHOCTH
NEPCOHANBHBIX JIAaHHBIX B COOTBETCTBHU cO cTaThedd 19 denepanbHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHABHBIX JTaHHBIX,

BBINOJIHEHHE TPEOOBAHUH 110 COCTABY U COJIEPYKAHHUIO OPTraHU3AlIMOHHBIX U TEXHUYECKHX Mep
1o oOecrneyeHnto 0e30MacHOCTH NEePCOHABHBIX JaHHBIX MPU UX 00paboTke B MH(GOPMALMOHHBIX
cucTeMax NepCOHANbHBIX JaHHBIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccum ot 18.02.2013 Ne 21
«O0 yTBEpXKIEHWH COCTaBa W COJCPKAHUS OPTraHW3AIMOHHBIX M TEXHHYECKHUX Mep II0
o0ecrieyeHnI0 0E€30MaCHOCTH TMEPCOHAIBHBIX JIAHHBIX NpU UX 00paboTke B HMH(OPMAIIMOHHBIX
crcTeMax MePCOHAIBHBIX JaHHBIXY,

OLIEHKY Bpe/ia, KOTOpPbIM MOXKET OBbIThb NPUYMHEH CYOBEKTaM IEepPCOHAIBHBIX JAHHBIX
B ciydyae HapymieHusi DemepanmpHoro 3akoHa Ne 152-dD3, cooTHomIeHHE YKa3aHHOTO Bpeda
U TIPUHUMAEeMBIX ONEPaTOPOM MeEp, HAIPaBICHHBIX HA OOECII€YeHNE BBIMOJHEHUS 00s3aHHOCTEMH,
npeaycMoTpeHHbIX DeaepanbHbiM 3akoHOM No 152-D3;

o3HakomieHue pabotHukoB JIOY, HENOCPEACTBEHHO OCYHIECTBISIOMUX 00paboTKY
MEePCOHAJBHBIX  JIAHHBIX, C TOJOKEHUSMH 3aKkoHojaTenbcTBa Poccuiickoit  denepanmun
O TEpPCOHANBHBIX JAHHBIX, B TOM 4YHCIE TPEOOBaHMSIMU K 3alllUTe IMEPCOHAIBHBIX JAaHHBIX,
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JIOKyMEHTaMH, ompenenstomumu TpedoBanuss JIOY B oTHomeHWH oOpaOOTKH TEPCOHAIBHBIX
JAHHBIX U 00y4eHue, MpU HEOOXOIMMOCTH, YKa3aHHBIX pAOOTHHUKOB.

ObecnieueHne 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

ONpeNeieHneM  yrpo3 W Hapymmreneld  0e30macHOCTH  NEepCOHANBHBIX  JAaHHBIX
npu Uux 00paboTke B UHPOPMALIMOHHBIX CHCTEMaX MEPCOHATIbHBIX TaHHBIX;

ONpeNeICHNEM ypPOBHA  3alIMIICHHOCTH TEPCOHAIBHBIX JTaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [locranoBnenus [IpaBurenscrBa Poccuiickoii ®eneparum ot 01.11.2012 Ne 1119
«O06 yTBepKIeHHHM TpeOOBaHMM K 3allUTe NEPCOHANBHBIX JaHHBIX MpH UX 00pabdoTke
B MH(OPMAILIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX Y,

NPUMEHEHHEM MPOIIEAIINX B YCTaHOBJIEHHOM MOpPSAKE MPOLEAYPY OLEHKH COOTBETCTBUS
CPEICTB 3alIUThI HH(OPMALUK;

OLIEHKOH 3()(heKTUBHOCTH MPUHHUMAEMBIX MEp MO 3alIUTe MEPCOHATBHBIX JAHHBIX J0 BBOJA
B AKCIUTyaTaI1io HHHOPMAITMOHHON CHCTEMbI IEPCOHATIBHBIX JTaHHBIX;

BOCCTaHOBJICHHEM IEPCOHABHBIX JAHHBIX, BCICICTBHE MOJTYYCHUSI HECAHKIIMOHUPOBAHHOTO
JOCTyTa K HUM;

YCTAHOBJICHHEM TMpaBWJ JOCTyHNa K MEPCOHAIbHBIM JaHHBIM, 00paOaThIBAEMBIM
B MH(OPMALIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JAaHHBIX, a TAKXKe O0OECIEeYEHHEM PErucTpaluu
U ydeTa BCeX JICHCTBHI, COBEpIIAEMBIX C NEPCOHAIBHBIMH JaHHBIMH B HH()OPMAIIMOHHBIX
CUCTEMax NEePCOHANBHBIX JaHHbIX;

KOHTPOJIEM 3a TIPUHUMAaeMbIMH MEpaMH 10 3allUTe TEPCOHANBHBIX JaHHBIX U
OTIpPEIeIEHHOTO YPOBHS 3aIIMIIEHHOCTH WH(OPMALMOHHBIX CHCTEMax MEePCOHANBHBIX JAHHBIX B
nporecce
€€ IKCIUTyaTaluH.

5 OCHOBHBIE TPEBOBAHHA K TPONECCAM OBECHEYEHUSI
NHO®OPMAIIMOHHOMU BE3OITACHOCTH

Metoandeckoe pyKOBOJCTBO, pa3paboTKy pelieHuil o 3aumre nHpopMalmu, CorjiacoBaHue
BbIOOpA CPE/AICTB BBIYUCIUTEIBHON TEXHUKH, IPOrPAMMHBIX U IPOrPaMMHO-AIIapaTHBIX CPEACTB
3alUThl HHPOPMALIUU, OPTaHU3alUI0 padoT MO BBISBICHUIO BO3MOXKHOCTEH U MPEAyNPEeKICHUIO
YTE€YKH ¥ CBOWMCTB 3allWIaeMod WHQOpMaIuu, arrectanuio OO0BEKTOB HHGOpPMaATH3ANU
OCYILIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE noapazaenenus JJ0Y.

®uznyeckas 0e30MaACHOCTH

[TpussTBIE OpraHM3allMOHHBIE M  TEXHUYECKHE MEpbl 0  3allUTe IOMEIICHUH
JIOY, cepBepHOro M KOMMYTallMOHHOTO OOOpYJOBaHMs, aBTOMaTU3MPOBAHHBIX PAOOUMX MECT
nojb3oBaresield nHpopMaunoHHbIX cucteM JJOY obecneunBaroT peain3aluio ClIeAYOIIHUX Mep T0:

pasrpaHUyeHuI0 JocTyna paboTHukoB B mnomemeHus JOY B coOTBETCTBUHM C UX
MOJTHOMOYHSIMH U JIOJKHOCTHBIMH 00S3aHHOCTSIMU;

peructpauuu (GakToB BXoJa paOOTHUKOB B MOMEIIEHUS B KOTOPBIX Benercs 00paboTka
NEPCOHANBHBIX JTaHHBIX;

KOHTPOJIMpYEMOMY TNpeObIBaHUI0 MOCTOpoHHUX sl B JIOY B momenieHusi, B KOTOPBIX
BezieTcsi 00paboTka MHPOPMALMU OTPAHUYEHHOTO JIOCTYNA M Pa3MEIIeHbI annapaTHbIE CPeaCcTBa
MH(OPMaLMOHHON CUCTEMBI,

OpraHu3alK PeKUMa KOHTPOJIIMPYEMOT'0 BHOCA/BBIHOCA CPEJCTB 00pabOTKH MH(OPMAIIHH.

[Tomemenuss JIOY  momxHBl OBITH  00OPYAOBAaHBI JETEKTOpAaMU OTHS U JIbIMA,
OTHETYIIUTENIAMH, CUCTEMaMH KOHAMIIMOHUPOBAaHUS BO3/yXa, CPEACTBAMU OXPaHHO-TIOKapHOMN
CUTHAJIN3al1U.

OcHOBHOE cepBepHOE U KOMMYTalMoHHOe obopynoBanue JJOY A0KHO OBITH 3alUIEHO OT
nepeboeB B MojAaye  JJIEKTPOSHEPTMM  IMyTeM  TOJKIIOYEHHS K 3JIEKTPOCeTH
C TPUMEHEHHEM HCTOUYHUKOB OecnepeOOHOro NHUTaHUS U PE3EepPBHOTO JAM3eNb-TeHepaTopa.
Hcrounnkn OecniepeOOHHOTO THUTAaHUS HEOOXOAMMO PErYyJIsIpHO TECTUPOBAaTH W IPOBEPATH
YIIOJIHOMOYEHHBIM paboTHUKaM JJOY B COOTBETCTBUU C PEKOMEHAALUSMU POU3BOIUTEIIS.
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[TopraTuBHBIE TEXHHUYECKHE CpeICTBa HE JOJDKHBI OCTaBaThCid 3a  MpefeliaMu
KOHTPOJIUPYEMOU 30HBI A0y oe3 KOHTPOJIA co CTOPOHBI pabOTHHUKOB
JOV.

Be3onacHocth Ha paGoueM mecTe

3amperiaercss BECTH 3alKcCh Mapoyied B OTKPHITOM BHJIE Ha MaTepUATbHBIX HOCHUTEINS,
3a UCKJIIOUEHUEM CIIy4aeB, PETIAMEHTHPOBAHHBIX METO/I0B XPaHEHUS.

JIoKyMeHThl M HOCUTENH C WH(pOpMalueld OrpaHMYEHHOTO JOCTYyNa JOJKHBI yOuparbces
B oreuaThiBaeMble Mecra (ceddbl, mkadhbpl W T.OI.), TOpU  yXoae ¢ pabodero mecra.
Ha aBTromarusupoBanHoMm pabouem mecte [lonmp3oBatens pabouas ceccus JOHKHA ObITH MpepBaHa,
paboumii cTonm 3a0NOKMpoBaH. BXoa TONB30BaTENsT B CHUCTEMY HE JOJDKEH BBITIOTHSATHCS
ABTOMATUYECKHU.

JloKyMeHTBI, cozepkaiye HWHGOPMAIMIO OTPAaHUYEHHOTO JOCTYIa, JOJDKHBI —Cpasy
U3bIMAThCS
U3 TIeYaTANMX YCTpOHcTB. [lng yTwnmm3anuum KOH(QUIACHIUAIBHBIX JOKYMEHTOB, IOJDKHBI
UCIIONIb30BAThCSl YHUUTOXKUTEIN JOKYMEHTOB HE HUXe 4 YPOBHA MO CTaHIApTy O€30MacHOCTH,
MPUMEHSEMOMY K YHHUTOXHUTEISIM JIOKYMEHTOB.

[Ipy wucnonb30BaHWM MOOWJIBHBIX TEXHUYECKHUX CPEICTB HEOOXOAUMO COONIOAATH
JIOTIOJTHUTEIbHBIE MEPHI 10 perjaMeHTAllMd M KOHTPOJIIO HCIOJIb30BaHUS B WH(OPMAIMOHHOM
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTenedl IOPUAMYECKMX JIMI B paMKaX MCIIOJIHEHUS JIOTOBOPHBIX
00s3aTeNbCTB B TOMEUICHUSX B KOTOPBIX BeneTcss 00paboTka HHQPOpMAIMK OTrPaHUYEHHOTO
JOCTyNa WH(POPMALMOHHOW CHUCTEMBI, BO3MOKHO TOJBKO B COINPOBOXKICHHM pPaOOTHUKA
JOVY nonymennoro a0 o0paboTKu Takoi uH(OpMaLUK.

Pasmerienne  TEeXHMYECKMX  CpPEACTB  BBIBOJA  MHPOpPMANIMM B MOMEUICHUAX
JOY npous3BOAUTCS C yU4€TOM UCKIIOYEHHUS BO3MOXHOCTH BU3YaJIbHOTO MPOCMOTpa MHGOpMaIuu
IOCTOPOHHUMU JULIAMU u paboTHUKaMU, HE JIOTTYIIEHHBIM K pabote
¢ TaHHOU HH(poOpManuei.

TexHUyeckue CpeacTBa JODKHBI pa3MEIlaTbCs M XPAaHUTbCA TaKUM 00pa3oM, dYTOOBI
COKPATUTh BO3MOKHBII PUCK MOBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O JOCTYTIA.

Texnuueckoe 06cIy;kuBaHNe 000Py10BaHUS

Texnnueckue cpencrsa JIOY NOMDKHBI NPOXOAUTh HA PETYJIAPHOM OCHOBE CEPBUCHOE
00cCyXKMBaHUE B COOTBETCTBUH C PEKOMEHJAIUSMH POU3BOAUTENECH 000py10BaHNUS.

PeMOHT u cepBucHoe o0OCIyKMBaHHE OOOpPYIOBaHMS JIOJKHBI BBIIIOJHATHCA TOJBKO
KBATH(UIIUPOBAHHBIMU CIIEIIUATUCTAMHU.

TexHuueckoe 0OCTy)XKHBaHHUE OOOPYHOBaHMS CTOPOHHUMH OpraHM3alUsSMH HE JIOJIKHO
NPUBOJIUTH K PUCKY HApYIIEHUs KOH(PUIEHIUAIBHOCTH 3aIMIaeMON HH(OpMaLIUH.

B3auMogeiicTBHE ¢ TPETHUMHM JIULAMU

B EemsX obecrieueHus “H(POPMAITMOHHOMN 0e30macHOCTH )1 (0)%
MIPU B3aUMOJIEUCTBUH C TPETHUMHU JIMIIAMU JOJIKHO BBIMOJIHAT CIAEAYIOIINE MEPOIPUITHS TIO:

3aKJIIOUYEHUIO COIVIALIEHUS O Hepas3rjalleHnd WHQOpMali OTrpaHHYEeHHOro JOCTYIa
MOJIyYEHHOM B XO7Ie CTIOJTHEHUS IOTOBOPHBIX 0053aTENIbCTB,;

OCYIIECTBIICHUIO KOHTPOJISI 3a JIEHCTBUSMHU IIpe/ICTaBUTENed KOHTPAareHTOB B Ipenerax
KOHTponpyemoii 30851 JIOY.

YnpasiieHue ;KU3HEHHbIM HMKJIOM HHPOPMALMOHHBIX CHCTEM

MeponpusiTiust B TpoLEcCe  KU3HEHHOTO  IMKJIa  MHPOPMALMOHHBIX  CHUCTEM
JOY  nomxubl  OBITH  HampaBlieHBl ~ Ha  oOecrieyeHWe  3aluThl  WHGOpMaIUU
Ipu BBOJAE B JCHCTBHE, DSKCIUIyaTallUM, COINPOBOXACHMM M MOJAECPHHU3ALMU, BBIBOAA W3
AKCIUTyaTaI|H.

OcHoBaHMeM Npu pa3paboTke HH(YOPMAIIMOHHBIX CHCTEM JOJDKHBI SIBIATHCS pEIICHUS
NPUHATBIE Ha cTaauu (OPMHUPOBAHMS TPEOOBaHWM, cojepiKalue TpeOOBaHUS B TOM YHCIIC
M0 CUCTEME 3aIMUTH HHPOPMAIIHH.
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JIroboe  muaHMpyeMoe K  BHEAPEHMIO  M3MEHEHHE  HMH()OPMALMOHHOM  CHUCTEMBI
IpeBapUTENIFHO JOJDKHO OBITh MPOAHATU3HUPOBAHO HA COBMECTUMOCTh M OTCYTCTBHE HapyIICHHH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aIUThl HHPOPMALIUH.

PaGotel mo MmopepHHM3anmMM HHOOPMAIIMOHHOW CHUCTEMBI, B TOM YHCJIE IO YCTaHOBKE
IPOrpaMMHOr0 obOecredyeHuss U OOHOBIEHMH, JOJDKHBI IPOBOAUTHCS B Hepabodee BpeMs WM
BpeMsl HaMEHbIIEeH padoyei Harpy3KH.

[Ipu BBIBOAE U3 HSKCIUTyaTallMM WHGOPMALMOHHBIX CHCTEM JIOJDKHO O0€cleYuBaThCs
rapaHTUPOBAHHOE yJaJleHue 00padbaTeiBaeMO U XpaHUMOM B HUX MH(POPMAIUH C UCTIOIH30BAHUEM
CPEACTB TapaHTUPOBAHHOIO YHUYTOXKEHUS MH(OpMAIMM WM ITyTeM (PU3MYECKOTO YHHUUTOKCHMS
HocuTenei nHdpopMarum.

Bcee IpoLeyphl o0ecrieueHus 3aIIUTBI UH(pOpMaLuy, YCTaHOBJICHHBIE
B JIOY B  oTHOmeHMHM  HWH(POPMALMOHHBIX  CHUCT€M,  JOJDKHBI  BBIOJHSATHCS
Y KOHTPOJINPOBATHCSI OTBETCTBEHHBIMH JIMLIAMU 332 OPTaHU3ALMI0 paboT 110 3aluTe HHPOPMALIUY.

KonTpoasb AocTyna k HH(PpOPMALHOHHBIM CHCTEMaM

Bce pabornuxku JIOY, nonymieHHble k pabore ¢ MH()OPMAIMOHHBIMUH CHCTEMaMH HECYT
NEPCOHANBHYI0 OTBETCTBEHHOCTh 3a HApyIIEHUS YCTAHOBJICHHOTO TOpsIKa 00paboTKH
uHpopmanuu.

YpoBeHb MOJHOMOYMH MONb30BaTeNss B UHPopManuoHHoN cucteme JOVY  nomxeH
OTIPEeNIeNAThCS B COOTBETCTBHUHU C €T0 JOKHOCTHBIMU O0SI3aHHOCTSIMU.

Hoctyn nonb3oBarenedt k nuHPopMannoHHbIM cuctemMaM JIOY noikeH KOHTPOJIMPOBATHCS
aJIMUHUCTPATOPOM MH(OPMAILIMOHHON CUCTEMBI.

OcymiecTBiIeHHE PETYISPHOTO KOHTPOJISI BHITOIHEHUSI OPTaHU3AIMOHHO-PACTIOPSIUTEIBHBIX
JIOKYMEHTOB, KaCaloUIMXCs peryiiaMeHTaluu J0IyCKa pabOTHUKOB (0
K MH(OPMALMOHHBIM CHCTEMAaM.

Hnentudpuxanusd U ayreHTuGuKanus

Hoctyn monb3oBateneil K HHGOPMAITMOHHBIM CHCTEMaM JOJDKEH MPEIOCTaBIATHCS TOJIBKO
10CJI€ YCIIEHIHOTO 3aBepUICHUs NACHTHU(PHUKAIINN, AyTeHTU(DUKALIUH.

[TonyueHue mnonb3oBaTeeM HMEHHM B HMH(OPMALIMOHHOW CHCTEME M Mapois, KOTOphIE
o0ecreynBarOT JOCTyl K HMH(POPMALMOHHOM cUCTeMe, JOJDKHO  OCYLIECTBIATHCA 10
IIPEACTABICHUIO PYKOBOJIUTENS CTPYKTYPHOTO TIOIPA3IEICHUS.

YnpasJienue 10CTYIOM

B JA0Y JOJIKHO OCYIIECTBIATHCS YIPABIICHHUE JIOCTYIIOM
K MH()OPMAIIMOHHON CUCTEME MOCPEICTBOM pealn3alui He0OOXOAUMBIX METOJIOB, TUIIOB M MPaBUII
pasrpaHuyeHus JIOCTyIIa [10J1b30BaTEISAM MH(OPMaLMOHHON CUCTEMBI JOV.
B ToMm umcne obecrneyeH 3allUINEHHBIH yOaleHHBIH AOCTYH CYOBEKTOB AOCTyna K OOBEKTaMm
J0CTyTa yepe3 BHEIIHNE HH(OPMAlMOHHO-TEIEKOMMyHUKAIIHOHHBIE CETH.

BesonacHocTh npu padore ¢ HOCUTEIAMH HH(POPMALINH

Pabotauku [IOY noiKHBI HCHOIB30BAaTh TOJIBKO YUYTEHHbIE Ch€MHbIE MAalIMHHBIE HOCHUTEIH
UHGOPMALMU UIS BBIIOJIHEHUS CBOMX JIOJDKHOCTHBIX 00s3aHHOCTeH. Mcmonb30BaHUE ChEeMHBIX
MaIIMHHBIX HOcuTene napopmanmu B JIOY B MHBIX IIESX CTPOTO 3aIPEIICHO.

CpemHbIE MalIMHHBIE HOCUTENM HWHGOpPMAlMU JOJDKHBI XPAaHUTCS B  OIEYaThIBAEMBIX
nmikadax, B MOMEHIEHUSIX B KOTOPBIX MpeaycMOTpeHa o0paboTka MH(OpMaluyd OrpaHUYEHHOIO
JOCTYTIA.

B cnydae kpaku UM MoTepu Chb€MHOTO MAIIMHHOTO HOCUTENSI HH(GOPMAIUH, a TaK:Ke HUHBIX
UHIMJICHTOB, KOTOpbIE MOTYT MPHUBECTH K HAPYIICHUIO CBOWCTB HMH(OpMAIMH OTPaHUYEHHOTO
JIOCTYTIA, JOJKHBI IPOBOAUTHCS MEPOIIPUATHS 110 PACCIECIOBAHUIO TAKUX UHIUICHTOB.

[Tpu BBIBOZIE M3 IKCIUTyaTallMd ChEMHOTO MAIIMHHOTO HOCUTENs MH(pOpMAIUU, BCE JIaHHbIE,
XpaHsAIIMEeCs Ha HEM, JOJDKHBI ObITh yAaJeHbl ONpPENEICHHOM KOMHUCCHEH M3 4uciaa paOOTHHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHUUYTOXKEHHUSI HHPOPMALIUH.
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@akT YHMUYTOXXEHUS HH(OpPMAlMM Ha CHEMHOM MAIIMHHOM HOcUTele HWHpopManuu
¢ukcupyercs B akTe 00 YHHYTOXKEHUH HMH(OPMAIMM CO CHEMHOTO MAIIMHHOTO HOCHTEJS
uHpopmanuu.

Perucrpanus co0bITHI

B JIOY  nomkHa  OCYHIECTBISATHCS ~ PETUCTpAlMM  COOBITUH  0€30MacHOCTH
Ha BceX KommnoHeHTax nH(popmanuoHHbix cucteMm JIOY, B KOTOphIX 00padaThiBaeTCs 3amuiiaemas
nHpopmarus.

AHTHBHPYCHAs 3aIUTA

B mensx oOHapyeHHMssT W yCTpaHEGHHUS  BpPEIOHOCHBIX mporpaMmMm B JIOVY
JOJKHBI UCTIOIB30BATHCS CPENICTBA AHTUBUPYCHOM 3aIIUTHI HH(POPMAIIHH.

O0s3aTeNbHOMY KOHTpPOJIIO CPEICTBOM AaHTHUBHPYCHOM 3alllUThl HHGOPMALMU JIOJDKHA
nojuiexarb Jro0as uH(opManus (TeKCTOBbIe (hainbl JOOBIX (opMaToB, (ailaspl JaHHBIX,
ucrHoniHsieMble (aiisipl), MojiyyaeMass M IepelaBaeMas IO JIOKAJIbHON BBIUMCIMTEIBHOM CETU
B TOM YHCJIE€ M CETAM OOILEro IMOJIb30BaHMS, a TakkKe MH(pOpMalus, XpaHUMas Ha CbEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(pOpMAIIHH.

[Ipu ycraHOBKE MPOrpaMMHOIO OOECIEUEHUs WU €ro OOHOBJIEHUS Ha CEBEPHOE
0o00py/sOoBaHUE [IOJDKHA AaBTOMATHUYECKH BBIMOJIHATHCS IIpEeIBApUTENIbHAS TPOBEpKA JTAHHOTO
IPOTPAMMHOTO 00€CTIEYEeHHsI Ha OTCYTCTBUE BPEJOHOCHOTO IIPOTPAMMHOI0 00€CIICYEeHUSI.

O6HoBneHue 0a3 CUTHATyp IJs CPEACTBA AHTUBUPYCHOM 3alIUThl MH(OPMAIUU JIOJKHBI
OOHOBJIATHCS €KEAHEBHO.

[Tonb3oBarenun 0e3 npaB aJIMMHHCTPATOpa nH(OPMALIMOHHOM CHUCTEMBI
JOY He m0mKHBI UMETh BO3MOXKHOCTBH IMOJYYEHHS JOCTYyNAa K KOH(UTYypaluu aHTHBHPYCHOTO
CPEICTBA 3AIIUTHI I €r0 OTKIIOYCHHS.

KoHTpoJib 3a11MIIIeHHOCTH NePCOHAIBHBIX IAHHBIX

B mensix MCKIIOYEHHs SKCIUTyaTalldd YS3BHUMOCTEH MPOrpaMMHOTO OOECHEYEHHUS JIOJIKHBI
NpOBOAMTCS pPaOOThl MO BBISIBICHHIO, AHAIMW3Y YA3BUMOCTEH WH(POPMAIMOHHON CHCTEMBI
U OINEpaTUBHOE YCTpaHEHHE BHOBb BBISBIECHHBIX YsA3BUMOcTed. B ToM umcie opraHuszamnus
KOHTpPOJISI YCTAaHOBKM OOHOBJIEHMSI NPOrPaMMHOr0 OO€cleueHusl BKIIIoYas CPEJCTB 3alllUThl
UHpOpMaLnH.

Hcnosb30BaHue NPOrPaMMHOIO 00ecneyeHus

BeiOop mnporpamMmHoro oOecneueHust [Uis MpOM3BOACTBEHHBbIX Hyxa JIOY nomxeH
MPOU3BOJIUTHECS B MPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOrO B ENMHBIN peecTp pocCUICKUX
IporpaMM JJisi DJIEKTPOHHBIX BBIYUCIUTENBHBIX MalldH M 0a3 JaHHBIX. B cimydae oTCyTCTBUS
aHasiora B EnMHOM peecTtpe pocCHHCKUX MPOrpaMM JUIsl SJIEKTPOHHBIX BBIUMCIUTEIBHBIX MAIIUH U
0a3 TaHHBIX JOMYCKAeTCs UCIOIB30BaTh IPOrPaMMHOT0 0OecreueHue UMIIOPTHOTO IPOU3BO/ICTBA.

Hcnonb3oBanue cpeacTB Kpunrorpadgpuyeckoi 3ammTsl HHPOPMALMHU

Obecneuenue 3aUThl UHGOPMAIIUN OTPAaHUUYEHHOTO JJOCTYIA OT PAaCKPBITH, MOAU(UKauN
¥ HaBs3bIBaHUS (BBOJA JIO)KHOW HMH(pOpMaNUM) TpU ee mepemade (MOATOTOBKE K Tepenaye)
[0 KaHajaM CBS3M, MMEIOLIMM BBIXOJ 3a MpeeNbl KOHTPOJIUPYEMOM 30HBI 0OecrednBaeTCs
NPUMEHEHHEM CPEICTB KPUNTOTpapuIecKoi 3anThl HHPOPMAIIUH.

[TpuoGperenue cpeacTB kpunrorpadpuueckoi 3anmtsl nHGopmanuu 1OV ocymecTBusercs
Ha OCHOBAaHHMH JIOTOBOPOB M KOHTPAKTOB C JIMI[AMU UMEIONIUMH JehCcTBYroIyto auiensno OCh
Poccun Ha ocymiecTBieHHe AEATENBHOCTH MO pa3paboTKe, MPOU3BOJCTBY, PACIHPOCTPAHEHUIO
I PPOBATBHBIX (xpunrorpadpu4ecKux) CPEACTB, MH(OPMALIMOHHBIX CUCTEM
U TEIEKOMMYHUKAI[MOHHBIX CHCTEM, 3alIUIIEHHBIX C HUCMHOJb30BaHUEM IMIH(POBATBHBIX
(xpuntorpaduvecKnx) CpeACTB, BBITOJHEHUIO PabOT, OKa3aHHUIO YCIYr B OOJIacTU MIM(PPOBAHUS
UHPOpPMALIUY, TEXHUYECKOMY OOCITYXHBAHUIO IIHU(PPOBAIBHBIX (KpUOTOTpa@UuecKux) CpeacCTB,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3aIIUIIEHHBIX C UCIOJIb30BAaHUEM
mudpoBaIbHBIX (KpUNTOrpaUUECKUX) CPEICTB (32 HCKIIOUYEHUEM Ciydas, €CIU TEXHHUYECKOe
obcnmyxuBaHue MHU(PPOBaTBHBIX (KpunTorpaduuecKknx) CpeacTB, HHPOPMAIMOHHBIX CHCTEM
U TEICKOMMYHHUKAIIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJb30BaHHEM N POBATBHBIX
(kpunTorpadYecKux) CPEACTB, OCYIIECTBISCTCS JUIsi oOecreueHruss COOCTBEHHBIX HYXK]I
IOPUINYECKOTO JIUIA WK UHAWBUAYAILHOTO MPEAIPUHIMATEI).
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B uemsix opranumzanuu u o0ecrnieueHUM MepeAadyd HHPOpMAIMU 10 KaHajlaM CBSI3U
C HWCIIOJIb30BAaHUEM CPEACTB KpunTorpaduueckoil 3amuThl HHPOPMAINH, a TaKXKe BBITIOTHEHUS
muneH3uoHHbIX  TpeboBanmiit @OCBb Poccum B JIOY nmomkeH ObITh  CO3JaH  OpraH
KpUNTOrpadpuuecKon 3aluThI.

[Topraneupie pemenus JIOY ¢ BO3MOXXHOCTBIO JOCTyHa C ceTel OOIIero IoJIb30BaHUs
JOJKHBI B TIPUOPUTETE Pa3palaThIBaThCA ¢ OPTaHU3AIMEH 3aIMIIEHHOTO KaHajla MOCPEICTBOM
npotokoja TLS ¢ mogaepsxkkoit anroputmoB ['OCT 34.10.

Hcnosib30BaHHE 3J1eKTPOHHOM MOYTHI

DneKTpoHHas IouTa JoJbKHA wHcmonb3oBarbess B JIOY ¢ menpio opraHusanud oOMeHa
SIIEKTPOHHBIMU ~ COOOIICHUSIMH ~ MEXAYy pabOTHHKaMM M CyObeKTamMH HWH(POPMALMOHHOM
0e30MacHOCTH.

IIpu uCnoJIb30BaHUU IIEKTPOHHOM IIOYTHI 3aIIPEIACTCS:

obmeHn wuH(poOpMmanuendn I COYy)KeOHOTO  IMOJB30BaHMS, a Takke HHopMaruei
OTPAaHUYEHHOTO JIOCTYTIA;

MPEIOCTaBIIEHUE JOCTYNa K 3JIEKTPOHHOM MOYTE C HCIOIb30BAaHUEM JAHHBIX CBOCH y4ETHOU
3aIIUCH TPETHUM JIUIIAM;

myOIHMKAIUsl CBOETO CIY>KEOHOTO aJpeca IEKTPOHHOM MOYTHI B JEKTPOHHBIX Karajorax,
Ha TIOMCKOBBIX MaIllMHAX M JIPyrux pecypcax cetd HHTepHET B 1LeNsAX, HE CBSI3aHHBIX C
WCIIOJTHEHUEM CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEI;

MOJAMKCKA TI0 AJIEKTPOHHON MOUYTE Ha pa3iuyHbIe PEKJIaMHbIE MaT€pUabl, JIUCTHl PACCHUIKH,
AJIEKTPOHHBIC KYPHAIBl U T.A., HE CBA3aHHBIC C BBIIOJHEHUEM IOJIH30BATENEM JOJKHOCTHBIX
00s13aHHOCTEIA;

OTKpBITHE (3allyCK Ha BBIMOJIHEHUE) (ailyIoB, MOMYyYEHHBIX MO AJIEKTPOHHOW MOYTE WU
u3 pecypcoB cetu MHTepHer, 6€3 mpeaBapuTeIbHON MPOBEPKU MX aHTUBUPYCHBIM MPOTPAMMHBIM
o0ecreyeHneM.

Pabora B ceTsix 00111ero noJIb30BaHUS

JIOVY ocraBisier 3a co0oii mpaBo OJOKHPOBATh WM OTPAHUYMBATH JOCTYN PaOOTHUKAM K
CEeTSIM CBSI3U OOIIETO MOJB30BaHMs, B TOM uucie cetu HTepHET, coaepkaHne KOTOPBIX HE UMEET
OTHOLLEHUS K HCIIOJTHEHUIO JTOJIKHOCTHBIX 00s13aHHOCTEH, a TaKXe
K WHPOPMAIIMOHHBIM pecypcaM, COACp>KaHUE€ ¢ HANpPaBJICHHOCTh KOTOPBIX 3ampeieHbl
3akoHoaresnbeTBOM Pocceuniickoit denepanumu.

Nudopmanus o mocemaembix pabotHukamu  JJOY  uHGOpPMAIMOHHBIX  PECypCcoB
MPOTOKONUPYETCS JUIsl TOCIEAYIOIIEro aHalu3a U, MPH HEOOXOIUMOCTH, MOXKET OBITh
MPEACTABICHA PYKOBOJUTEISIM CTPYKTYPHBIX —TOApPA3ACICHUNM, a TakkKe PYKOBOIAUTEIIO
JOVY s xoHTpOIS.

[Tpu ncnonb3zoBanuu cetn MHTEpHET 3anpeiieHo:

HCTI0JIB30BATh MPEIOCTABICHHBIN A0V JOCTYII B CeThb HNurepner
B JTUYHBIX TEJISIX;

MCII0JIb30BaTh HECAHKIIMOHUPOBAHHBIE TPOTPAMMHBIE U MTPOTrPpaMMHO-aNNapaTHbIe CPECTBA,
MO3BOJISIOIINE TTOTYIUTh HECAHKIIMOHUPOBAHHBIHN JTOCTYM K ceTH MHTepHET;

nyOIMKOBaTh, 3arpyXaTb W PacCHpOCTPaHATh MaTEepPUANIBl COJAEPIKAIUE HEIOCTOBEPHYIO
uHpopmarnuro o IOV, a taxke panscudpunuponats cBoit [P-anpec.

Pe3epBHOe KONIMpPOBaHKME U BOCCTAHOBJIEHHE JAHHBIX

Ocy1iecTBICHUE PE3EPBHOTO KOMTUPOBAHHUS JIOIDKHO OCYIISCTBIISITHCS JIJIST:

uHpopmanuu oOpabaTeiBaeMoil Ha (alloBOM cepBepe U cepBepe MPUIOKCHHH,
MH(OPMALIMOHHON CUCTEMBI,

pabounx MECT aIMUHUCTPATOPOB HHPOPMAITMOHHON CHUCTEMBI.

YactoTta W PEeXUM PE3EPBHOTO KOMHPOBAHHS YCTAHABIMBAIOTCS TaKUM OOpa3oM, YTOOBI
o0ecreynTh MUHUMATBHYIO TTOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOro KONMPOBAaHUS M BOCCTAaHOBIICHUS pPeCcypcoB HHGOPMAIMOHHBIX
cUCTEM 0V JTOJIKHBI MIPOBOJUTH YIOJTHOMOYEHHbIE paboTHUKH
JOV.
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Pe3epBHOE KOMMpOBaHWE JIOJDKHO  OCYIICCTBIISTHCA B aBTOMATHYECKOM  PEXKUME
C TMPUMEHEHHEM OTEYECTBEHHOTO CIECHHAIU3UPOBAHHOTO CPEACTBA PE3EPBHOIO KOMUPOBAHUS
C JCUCTBYIOIIMM CEPTU(PHUKATOM COOTBETCTBUS IO TPEOOBAHUSAM OE30MaCHOCTH HH(POPMAIUH
OCTOK Poccun.
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6 OCHOBHBIE TPEBOBAHUSA K ITPOIHECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OITACHOCTBIO

MounnTopuHT HHPOPMALMOHHO 0€30I1aCHOCTH

Ha nocrosiHHOI OCHOBE NOJIKEH NMPOBOAUTHCS KOMILJIEKCHBIN aHanu3 (YHKLIMOHHUPOBAHUS
uHpopmannoHHoi cuctemsl IOY 1 BO3HUKAIOMUX COOBITHI HH(POPMAIIMOHHON 0€301acCHOCTH.

[Tporiecc MOHUTOpHUHIA CHUCTEMBI OOecreyeHHs HMH(POPMALMOHHON O0e30MacHOCTH OJKEH
BKJIIOYAaTh B ce0si KOHTPOJIb OPraHM3allMOHHBIX W TEXHUYECKHX MEp MO 3aluTe MHPOpMAaLUH,
aHaJIM3 IapaMeTpoB KOHPUIypalluyi U HACTPOMKH CPECTB 3alUThl HH(MOPMAIUH.

IIpn mpoBencHUM KOHTPOJIBHBIX MEPOIPUATHM, CBS3aHHBIX C OLEHKOW pealln3aluu Mep
no 3amure uHpopmauuu B JIOVY, ymnonHOMOYEHHblE PAOOTHUKHM JOJKHBI IPUAEPKUBATHCS
CJIEYIOIIUX IPUHIUIIOB!

He HapymaTh GyHKIHOHUpOBaHUe AesTenbHocTH JJOY;

JEICTBOBATh B COOTBETCTBUU C YTBEP)KJIEHHBIMH OpPraHU3alMOHHO-PACIOPSAIUTEIbHBIMU
nokymentamu JIOVY o 3amute nHpopmanuy,

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITHI HH(OPMAIIMOHHON O€3011acHOCTH;

oOpMIATH  OTYETHI, IOATBEP)KAAIOLIME  BBIIOJHEHHE MEPONPUATUH 1O  3aIluTe
uH(pOopMaLIUH.

Wudopmanus, moiydeHHas B XOJ€ IMPOBEACHUS KOHTPOJIMPYIOIIMX MEPONPUATHI
0 JIEHCTBUAX, COOBITHUAX U IapaMmeTpax, UMEIOIIMX OTHOIICHHWE K peaju3aluyd Mep MO 3alluTe
UHpOPMALIMK, JT0JKHA KOHCOJIMIUPOBATHCS U XPAaHUTHCA B MECTaX, MCKIIOYAIOIIUX IMOIy4YeHHUe
K HEell HECAaHKIITMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JAHHBIX O 3aPETUCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHON 0€30M1acHOCTH
JIOJIKEH MPOBOJUTHCS, IO BO3MOXKHOCTH, C UCIIOJIb30BAaHUEM CHUCTEMbl MOHUTOPUHIA UHIU/IEHTOB
UH(POPMALIMOHHOM 0€30MacCHOCTH MJIM BCTPOECHHBIX MEXaHM3MOB HACTPOMKU M ayAMTa COOBITHM
B MPOTrpaMMHBIX U IPOTrpaMMHO-ANIMApPaTHBIX CPEICTBAX, UCIOJIb3YEMbIX B HH(POPMAIMOHHOMN
uHdppactpykrype 10VY.

YnpasJieHue puckamMu

OnpezneneHve BHYTPEHHUX TpeOOBaHMM MO 3amuTe MH(MOPMALUH, JOJKHBI OCHOBBIBATHCS
Ha pe3ynbTarax IpOBEIEHUs aHaIW3a PUCKOB HAPYLIEHUS OCHOBHBIX CBOMCTB 0€30M1acHOCTU
JUis “HGOpMalnoHHbIX pecypcoB JIOVY.

OcCHOBO OLIEHKH PUCKOB JIOJIKHA OBITH OLIEHKA YCIOBUN U (paKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHOM HapyIIEHUS 1IeTOCTHOCTH, KOH(UASHIMATIBHOCTH U JOCTYITHOCTH JUIsl UH()OPMAIIMOHHBIX
pecypcos JIOY.

Pe3ynbpTaToM npoBeleHMs aHaJM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIpPaBJIEHHBIX HAa CHIKEHHWE BO3MOYKHOTO HEraTMBHOI'O BJIMSHHS HAa OCHOBHYIO JESTEIbHOCTDH
JOY  npu  peamusanuu  TOW  MIM  WMHOW  yrpo3sl  Oe3omacHocTH — MH(OpMaruu
u obecreynBaoUMX B JalbHEWIEM JOCTaTOYHBIM ypOBEHb 3AIUIIEHHOCTH WH(GOPMAIMOHHBIX
cucrem JIOY.

YnpasieHue HHUMIeHTaMH HHGOPMALMOHHOI 6e30MacHOCTH

Hns  obecneueHust  APQPEKTUBHOIO  pa3pelleHuss  HUHIUJIEHTOB  HMH(OPMAIMOHHON
6e3omacHocty B JIOY, MUHMMH3AIMK MOTEPh U YMEHBIICHHUS] pUCKAa BOSHHUKHOBEHMS MTOBTOPHBIX
UHIMJEHTOB  JIOJDKHO  OCYIIECTBIISATBCS  YNpPaBICHHE  MHIMJICHTaMH  MH()OPMALMOHHON
0€30I1aCHOCTH.

Jnis ynpaBieHMs WHIMICHTaMH HH(OPMAIIMOHHON O€30MacHOCTH JIOJDKHA OBITh CO3JaHa
ci1y»k0a MOHUTOpPUHIA U pearupoBaHUs HAa MHLIUJCHTHI HH(POPMAIIMOHHOW 06€301MacHOCTH, KOTOpast
MOCPEJCTBOM KOMILJIEKCA CPEJICTB M MEPONpUATHI [uis cOOpa M KOHCOJHUAALUHK HH(pOpMAIUU
00 MHIMJIEHTaX peulaeT JaHHYI0 3a/Jady. B OTHOLIEHMH KaXKIOro MPOM3OIIEIIEro HHIIMIEHTa
paOOTHUKAaMU M3 CIY)KObI MOHUTOPMHIA M PEAarMpoBaHUs Ha HMHUUICHTH WH(POPMAIMOHHOMN
0€30MacHOCTH JIOJDKEH BBITIOJIHATHCS €ro aHaIN3, U pa3padboTka 3 (HEKTUBHBIX MEp pearupoBaHM
Ha JIaHHBIN HHIUACHT.



AyauT cucteMbl o0ecnedeHnsi MHPOPMAIIMOHHO 0e30I1aCHOCTH

B LEJX OLIEHKH TEKYILEro YPOBHS MH(POPMALIMOHHOM 0e30macHOCTH
JOYVY Ha peryysipHOH OCHOBE JIOJDKEH IMPOBOAUTHCS ayIUT HH(POPMAITMOHHOW O€30MaCHOCTH.

BHyTpeHHne ayIuThl JOJDKHBI BBITONHATHCS padoTHrKamu [IOY. B uncno 3amay, pemraeMbix
IPY IPOBEICHUH BHYTPEHHUX ayAUTOB HH(OPMAIIMOHHON 0€30I1aCHOCTH, BXOAT:

cOOop M aHaNM3 UCXOJIHBIX JAHHBIX 00 OPraHM3aLMOHHON M (YHKIHMOHAIBHOH CTPYKTYpE
UHPOPMALIMOHHBIX CHCTEM, HEOOXOJUMBIX JJsi OLEHKHM COCTOSHHUSL CHCTEMBbl 3allUThI
uHpopManuy,

aHaJM3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACIOPSIUTENbHBIX JOKYMEHTOB [0 3allMTe
uHPOpPMALIUU Ha MPEeIMET UX MOJTHOTH U 3PPEKTUBHOCTH, a TaKkKe (POPMHUPOBAHNE PEKOMEH AL
10 X JO0pabOTKe WK Pa3pabOTKU HOBBIX;

o0ocHOBaHue (UHAHCOBOW A(PPEKTUBHOCTH BHOBH NPUOOPETAEMBIX CPEJCTB 3alUTHI
uHpopmanuu;

NpOBEpKAa MPAaBUIBHOCTH BHIOOpa ¥ HACTPOWKH CPEICTB 3aIIUTHl  MH(YOpMAIUH,
(dbopMHpoOBaHUE MPEUIOKEHUH MO HCHOJIb30BAHUIO MMEIOUIMXCS CPEACTB 3allUThl MH(pOpMALUU
JUIs  TIOBBIICHWS ypPOBHA HAaA&KHOCTH M 0€30MacHOCTH  WH(POPMALMOHHBIX  CHUCTEM
HOY;

aHaJTM3 OTYETOB 10 NPOM3OMIEANIMM HWHIMICHTaM WH(GOPMAMOHHON 0e30macHoCTH
U IIPUHATHIM MEPaM 10 UX Pa3peLICHUIO.

IToBbIIeHHEe 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanMM KOMIUIEKCHOTO IPOTHBOJEUCTBUS  yrpo3aM 0e301acHOCTH
uHpopManuu, ucxomamuM oT pabotHukoB JIOY 1MomKHa TMOCTOSIHHO —TMOBBIMIATHCS —UX
OCBEJIOMJIEHHOCTb B O0JIACTH 3allUThl HH()OPMAIIH.

[ToBbIienne ocBeroMiaeHHOCTH paboTHUKOB JIOY ocymiecTBiseTcs:

1o cyuiectByromumM B JIOY opranu3anroHHO-pacnopsIuTeIbHbIM TOKYMEHTaM;

no npumeHsiembiM B JIOY Mepam 3amiuthl HHGOpMaLny;

0 IPAaBUIIBLHOMY HCIIOJI30BAaHUIO CPEICTB 3alIUThI HHPOPMALIKH.
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7  3AK/IIIOYEHMUE

[lpu w3MeHeHUHU JIeiCcTBYyIOIIEro 3aKoHoaarenbcTBa Poccuiickoit depepannu B obimactu
3amuThl  WHGOpPMAalUMK, A  TaKXke  OpPraHU3alMOHHO-PACTIOPSAUTENbHBIX  JIOKYMEHTOB
JAOY  wnacrosmas  [lomuthka W W3MEHEHUs K  HEH  MPUMEHSIOTCS B 4acTH,
HE IIPOTUBOpEYAIlle BHOBb IPHUHATHIM 3aKOHOJATEIBbHBIM U UHBIM HOPMAaTUBHBIM aKTaM, a TAKXKe
BHYTpEHHUM aokymeHTam JJOVY.

Bcee TpeOoBaHus, YCTaHOBJICHHbIE NEHCTBYIOIIUM 3aKOHO/1aTEJIbCTBOM
Poccuiickoit @enepannn, N0A3aKOHHBIMU AKTaMH M JJOTOBOPHBIMHM OTHOILIEHUSIMH, & TAKXKE MOIX0/1
JOY k obecrnieueHUI0 COOTBETCTBUS 3TUM TpeOOBaHUSAM JOJDKHBI OBITH SIBHBIM 00pa3oM
ONPEAENEHBI, JOKYMEHTUPOBAHBI U MOJJAEPKUBATHCSA B AKTYaJIbHOM COCTOSIHUU.

JOY B [IpUHOPUTETHOM  HANpaBICHUM  JIOJDKEH  pPAacCMaTpUBATBCS  MEPEXO]
Ha MPOTPAMMHOT0 00ECIIeUeHNE OTCUECTBEHHOTO MTPOU3BOIUTEINS, BKIFOUYCHHOTO B €IUHBIA PEeCTp
POCCHUHCKHUX MPOrpaMM Ui 3JEKTPOHHBIX BBIUMCIUTENIBHBIX MAlIMH U 0a3 JaHHBIX. B ToMm uucie
M0 YacTH CEpPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYIOBAHHS W IPOTPAMMHO-AIMAPAaTHBIX CPEJICTB
BKJIIOUECHHBIX B EIMHBIN peecTp POCCUUCKON PaaUO3JIEKTPOHHON IPOLYKIIUU.

[lepecMoTp ¥ BHeceHME UW3MEHEHUH B HacTosmyro llonuTuky ocymiecTBistOTCA
Ha NEepPUOJINYECKON U BHEIIJIAHOBOI OCHOBE.
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8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 undpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HUHOOPMAIII.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 Tlocranosnenune IIpaBurensctBa Poccuiickoit ®epepammu ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [lonoxxeHus 0 TMIEH3UPOBAHUU AEATENBHOCTH IO pa3paboTKe, IPOU3BOICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpaMUecKux) CpPeACTB, BHIIOJIHEHUIO pabOT, OKa3aHUIO yciayr B oOnacTu mudpoBaHUsS
nH(popMaIuy, TEXHHYECKOMY OOCITY)KMBaHUIO MHU(POBATLHBIX (KpUNTOrpauIecKux) CpPEACTB,
MH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mMUGPOBATBHBIX (KpUNTOrpapUIECKUX) CPEACTB (32 HCKIIOUEHHEM CiIy4as, €CIIM TEXHHYECKOE
oOciyxuBanue MU(POBATBHBIX (KpUNTOrpauIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEICTB, OCYIIECTBISETCS i oOecredeHus: COOCTBEHHBIX —HYX[
IOPUJIMYECKOTO JIUIA WK UHAMBUAYAILHOTO IPEAIPUHIMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickoii ®emeparmu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3allMTe MEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAITBHBIX JAHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaenun HWHCTpyKIuu
00 opranmzanuu U obecrieueHHH 0E30MacHOCTH XpaHeHHs, 00pabOTKH W Tepenayd Mo KaHajam
CBSI3U C HCIOJBb30BAHUEM CPEJICTB KpUIITOrpaduyeckoi 3aiuThl MHGOPMAMK ¢ OrpaHUYEHHBIM
JOCTYIIOM, HE COJIEpIKAIell CBEICHHIA, COCTABIISIONINX TOCYAAPCTBEHHYIO TaltHYy».

6 Ilpukaz OCBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu llomoxxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IH(PPOBATBHBIX (KPUITOTPAPHUECKIX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMaX).

8 IIpuxa3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KICHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUYECKUX Mep MO 00ecreyeHHI0 0e30MacHOCTH NMEePCOHATBHBIX JaHHbIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpPTraHU3aIMOHHBIX W TEXHHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHATBHBIX TaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB  KpUOTOrpapuueckol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISI  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanuu TpeOOBaHMM K 3aIIMTE MEPCOHAIBHBIX
JTAHHBIX
JUTSL KaXJIOTO U3 YPOBHEH 3allIUIIICHHOCTI.

10 TOCT P 51624-2000 «3amwura wuHPOpMAIIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIEHHOM ucTnoHeHHH. OO01ue TpeOoBaHus .

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI».

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHopManuu. OCHOBHBIE TEPMHUHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMarioOHHAs TEXHOJIOTHS. METOJBI U CpeCcTBa
6e3omacHocTH. CHCTEMBI MEHEPKMEHTa HH(POPMAIIMOHHON O6e30macHOCTH. TpeOoBaHM».

14 TOCT P 50922-2006 «3amuTa napopmaryn. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHS.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3auu. PakTOpHI,
BO3/eHcTBYIONIME HAa MH(opMario. OOIIre MOTOKEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «WupopmanmonHas TexHOJOTUS. MeToabl
U cpeacTBa obecrieueHus: 6e3onacHocTH. Yacth 5. PyKOBOJCTBO 10 MEHEKMEHTY 0€301MacHOCTH
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CeTM».

17 TOCT P HCO/TO 13569-2007 «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o uH(pOpPMAITMOHHOM 6€30TTaCHOCTIY.

18 T'OCT P UCO/MBK 27005-2010 «MubopmarimonHas TEXHOIOTHA. MeTOIbl U CpeCTBa
obecrieyeHus 6e30MacHOCTH. MEHEDKMEHT prcKa HH()OPMAIIMOHHON 0€30IacHOCTIY.

19 T'OCT P UICO/M3K 27004-2021 «MudopmannoHHas TexXHOIOTHs. MeToAbl U cpeicTBa
obecrieyenus Oe3zomacHOCTH. MeEHEKMEHT HH(POPMAMOHHONW Oe30macHOCTH. MOHUTOPHHT,
OIICHKA 3allIMIICHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MeHemKMEHT pucKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wundopmammu. Cucrema crangaptoB. OCHOBHBIE
TIOJIOKCHHUSY.

22 Konnenuus UH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTEIIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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